Parts 4.Tracker

Skipping the Security Warning Dialog on Startup

In Office 2007 Runtime Version, Parts Tracker may start up with the following dialog
box:

Security Motice

@ A potential security concern has been identified.

Warning: This digital signature is invalid and cannot be
trusted. The macros will be disabled.

File Path: C:\Program Files'Parts Tracker\PartsTracker3_0.mdb

This file might contain unsafe content that could harm your
computer, Do you want to open this file or cancel the operation?

Mare information

Show Signature Details

Cancel

This is an Office feature that warns you before opening potentially malicious software.
Note that this behaviour is not part of Parts Tracker, but of Microsoft Access.

To prevent this warning every time Parts Tracker opens, you must install the ‘digital
signature’ that comes with Parts Tracker so that Microsoft Access can recognise it as
‘trusted’ software.

To do this, follow the steps below.

1. When Parts Tracker starts the following dialog is displayed:



Security Notice

@ A potential security concern has been identified.

Warning: This digital signature is invalid and cannot be
trusted. The macros will be disabled.

File Path:  C:\Program Files'Parts Tracker\PartsTracker3_0.mdb

This file might contain unsafe content that could harm yaour
computer. Do you want to open this file or cancel the operation?

More information

< Show Signature Details )

1. Click the Show Signature Details link in the ‘Security Notice’ dialog as shown in
red above.

Cancel

A ‘Digital Signature Details’ dialog box will be displayed:



Digital Signature Details

% Digital Signature Information
o4 A certificate chain processed, buk terminated in a rook
certificate which is nok trusted by the trusk provider,

Signer information

Marne: |F'.n|:|rew Kennedy |
E-mail: |I"-.I|:|I: available |
=igning time: |I"-J|:|t arvailable |
| Wiew Certificate
Countersignakures
Mame af sigret: E-mail address: Timestarp

Details

2. Press the View Certificate button as shown in red above.

A ‘Certificate’ dialog will be displayed:



Certificate

General EDetails Certification Path

PR
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Andrew Kennedy

Issued by: andrew Kennedy

valid from 1/01/2006 to 1j01/2012

3. Press the Install Certificate button as shown in red above.
A ‘Certificate Import Wizard’ dialog box is shown:




Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists Fram wour disk to a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure netwaork
connections. & certificate store is the system area where
certificates are kept,

Tao cankinue, click Mext,

MExt > y Zancel
4. Press the Next button as shown above.
The dialog changes to the following:

Certificate Import Wizard g]

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specifv a location For

{(#)iautomatically select the certificate store based on the bvpe of certificate;

) Place all certificates in the Following store

< Back (:H fext = ] Cancel




5. Press the Next button again as shown in red above.

The dialog changes to the following:

Certificate Import Wizard @

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Inmport
wizard.
‘fou have specified the Following settings;

Certificate Store Selected  Automatically determined by &
Conkent Certificate

J—
[ < Back CH Finish ]] Zancel
--E.--

6. Press the Finish button as shown in red above.

A ‘Security Warning’ message will be displayed:

Security Warning .

'T ¥ou are about toinskall a certificate Fram a certification autharity (CA) claiming to represent:
- fndrew Kennedy

Windows cannot validate that the certificate is actually From "Andrew Kennedy". You should confirm its arigin by
contacting "Andrew Kennedy", The following number will assist you in this process:

Thumbprint (shal): 32A55DCF DDFO1ACD ABSZ1342 9FCSDS72 1CFESO04
Warming:
If wou install this roat certificate, Windows will automatically trust any certificate issued by this Ca, Installing a

certificate with an unconfirmed thumbprint is a security risk, IF vou click "yes" vou acknowledge this risk,

Do you wank o inskall this certificate?

This dialog is basically saying that:

e The writer of Parts Tracker (me, Andrew Kennedy) has generated his own
security certificate. And since Windows doesn’t know me personally, it cannot
know for sure that the information in this certificate is in fact valid (i.e. it says



Andrew Kennedy, but maybe someone’s pretending to be Andrew Kennedy). It’s
basically an anonymous certificate.

¢ |f you install this certificate, you are telling Windows to ‘believe’ any
certificates generated by that same Andrew Kennedy in the future and thus this
warning dialog will be skipped for such certificates. It does not mean new
certificates created by anyone called Andrew Kennedy will be accepted - they
won’t. Only the same person can produce certificates matching this one (i.e.
me).

7. Press the Yes button as shown in red above.

The following message will be displayed:

Certificate Import Wizard E|

\ll‘) The impart was successful,

8. Press OK and you’ll return to the ‘Certificate’ dialog box.

Certificate

General | Details | Certification Path

R
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Andrew Kennedy

Issued by: Andrew Kennedy

valid from 1/01/2006 to 1j01/2012




9. Press OK again and you’ll return to the ‘Digital Signature Details’ dialog box.

Digital Signature Details

% Digital Signature Information
o4 A certificate chain processed, buk terminated in a rook
certificate which is nok trusted by the trusk provider,

Signer information

Marne: |F'.n|:|rew Kennedy |
E-mail: |I"-.I|:|I: available |
=igning time: |I"-J|:|t arvailable |
Wiew Certificate
Countersignakures
Mame of signer: E-mail address: Timestamp

Security Notice

@ A potential security concern has been identified.

Warning: This digital signature is invalid and cannot be
trusted. The macros will be disabled.

File Path:  C:\Program Files'\Parts Tracker\PartsTracker3_0.mdhb

This file might contain unsafe content that could harm your
computer. Do you want to open this file ar cancel the operation?

More information

iShow Signature Details:

Trust all from pul:ulisher] Cpen ] ’ Cancel




Parts Tracker will open.
From now on, when you start Parts Tracker, the Security Warning dialog will not be
displayed (yay!).

One more note: Occasionally, Parts Tracker updates may be released with a new
certificate. Not all updates will require a new certificate - only some. This means you
will need to repeat these steps (very rarely though).



